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1. GENERAL PROVISIONS.

The Regulation on the Internal Audit Department of NEXENT BANK JSC (hereinafter referred to as the Bank)
defines the standards of activity, responsibilities and requirements for the organization of the Internal Audit
Department (hereinafter referred to as the IAD) and its functioning in the Bank. The purpose of this document is
to define the role, principles, organization, tasks and processes of internal audit to ensure the effective
functioning of the internal audit function in the Bank.

This means that internal audit activities are based on the identification of risks and must comply with international
and national standards to ensure high quality performance of their functions.

This Regulation was developed on the basis of the norms of the current legislation, in accordance with the Law of
Ukraine "On Banks and Banking", other legislative acts and regulations of the National Bank of Ukraine, namely:

° Law of Ukraine "On Banks and Banking" No. 2121-1ll of 07.12.2000;

° Regulation on the Organization of Internal Audit in Ukrainian Banks and Banking Groups, approved by
NBU Resolution No. 311 dated 10.05.2016;

° Regulation on the Organization of the Internal Control System in Ukrainian Banks and Banking Groups,
approved by NBU Resolution No. 88 dated 02.07.2019;

° Regulation on the Organization of the Risk Management System in Ukrainian Banks and Banking Groups,
approved by NBU Resolution No. 64 dated 11.06.2018;

° Law of Ukraine "On Prevention and Counteraction to Legalization (Laundering) of Proceeds from Crime,

Financing of Terrorism and Financing of Proliferation of Weapons of Mass Destruction" of 06.12.2019 No. 361-IX
(as amended

° the Bank's Charter;
° Orders, orders of the Bank, regulatory documents and other internal documents of the Bank;
° Global Internal Auditing Standards
° The Group's Internal Audit Manual and Nexent NV Code of Ethics;
Timing.
Bank JSC"NEXENT BANK", acting in accordance with the legislation of Ukraine, registered
at the address: 01024, Ukraine, Kyiv, Shovkovychna str., 42-44;
Parent bank Nexent Bank N.V., registered in Amsterdam, the Netherlands;
Supervisory Board Supervisory Board of the Bank
Board the Management Board of the Bank;
Audit Committee Audit Committee of the Bank

Head of the Internal Head of the Bank's Internal Audit Department;
Audit Department

Head of the Internal Head of Internal Audit Nexent NV;
Audit Team

NBU National Bank of Ukraine

The content of this Regulation shall be brought to the attention of all managers and employees of the Bank and
posted on the Bank's website for familiarization by all interested parties of the Bank. All employees of the IAD
must be familiar with this Regulation under their personal signature.
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PURPOSE AND MANDATE OF IAD.

The internal audit is an independent function responsible for reviewing and evaluating organizational
measures and controls. The internal audit function is an objective and independent evaluation function that
reviews and evaluates systems, processes and controls. Internal audit is organized in such a way as to increase
the value of the organization and achieve an improvement in its performance. Internal audit helps the
organization achieve its goals by taking a systematic, disciplined approach to evaluating and improving the
effectiveness of risk management, control and management processes.
The objective of the internal audit function is to enhance and protect the value of the organization by
providing objective assurance, recommendations and adequate assessment based on a risk-based approach.
The internal audit function contributes to the achievement and maintenance of good governance and control,
as well as the achievement of its business goals and objectives by evaluating the functioning and effectiveness
of business departments/divisions, risk management and compliance. The main objective of the internal audit
function is to provide all levels of management and other stakeholders with sufficient, relevant and useful
information to help them verify this:

- achievement of the organization's goals;

- compliance with laws, regulations, policies, procedures and treaties;

- asset protection;

- operational efficiency and effectiveness, risk management, compliance, control and management

processes;

- reliability and integrity of financial and operational information.
The Supervisory Board of the Bank mandates the IAD to independently and objectively carry out assurance
and advisory services aimed at assessing and improving the effectiveness of the Bank's corporate governance,
internal control, risk management and other processes.
In order to fulfill its mandate, the IAD has the right to direct and unrestricted access to the Supervisory Board,

the Management Board of the Bank, all employees, documents, information systems, assets and premises of
the Bank to the extent necessary to perform its functions.

The Supervisory Board ensures the independence of the internal audit unit, its proper resource provision,
access to information and conditions for the effective performance of the tasks assigned to it. All employees
of the Bank are obliged to provide the internal audit unit with the necessary information and contribute to the
performance of audit tasks.

Within the mandate given by the Supervisory Board, IAD functions as a permanent independent structural
unit of the Bank, separated from operational activities, internal control processes and day-to-day risk
management.

In order to ensure the independence and objectivity of its activities, the IAD is directly subordinate to the
Supervisory Board of the Bank through the Chairman of the Supervisory Board, has an administrative line of
reporting to the Chairman of the Management Board and a functional line of reporting to the Head of Internal
Audit of Nexent NV, as well as to the Audit Committee.

The Supervisory Board ensures the organizational status of the internal audit unit necessary for the
independent performance of its functions and the implementation of the mandate granted. A detailed list of
rights and obligations of the IAD is defined in the following sections of this Regulation.

GENERAL PRINCIPLES OF IAD OPERATION.

Independence and objectivity.

The activities of the IAD are organized within the organizational structure of the Bank in such a way as to ensure
its independence from the divisions that carry out operational activities. IAD is subordinate to and accountable
to the Supervisory Board of the Bank.
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The IAD is independent in the performance of its functions. Independence is ensured, in particular, by the absence
of influence on the part of employees or heads of departments whose activities are the object of audit on the
planning of audit tasks, the formation of conclusions and the preparation of reports. The right of the Management
Board of the Bank to initiate unscheduled audit tasks or special investigations does not limit the independence of
the internal audit unit. Such proposals are considered by the Audit Committee and implemented after
appropriate approval.

The head of the IAD and internal auditors are obliged to avoid conflicts of interest and maintain an appropriate
level of independence and objectivity. In order to effectively perform its functions, the IAD has direct and
unlimited access to the Supervisory Board, the Audit Committee and the Management Board of the Bank.

Independence also implies that the remuneration of IAD employees does not depend on the financial results of
the activities of the units subject to audit. Threats to independence and objectivity must be continuously
identified and evaluated at the level of the individual auditor, the audit assignment, as well as at the functional
and organizational levels.

The Head of the Audit Committee is obliged to inform the Audit Committee about existing or potential threats to
the independence and objectivity of internal audit activities, as well as about the measures necessary to eliminate
or minimize them.

In order to ensure objectivity, the Internal Audit Unit does not participate in the Bank's operational activities and
does not perform the functions of internal control of the first or second line of defense. Responsibility for the
organization and effectiveness of the internal control system rests with the heads of the relevant structural
divisions of the Bank.

IAD employees should not perform functions that are not related to internal audit. To maintain objectivity, the
head of the internal audit unit ensures proper rotation of auditors between audit tasks, which helps to avoid the
risk of checking the same audited objects for a long time.

Subject to the preservation of independence and objectivity, the internal audit unit may provide consulting
services to the management and structural divisions of the Bank within its powers.

The Bank shall protect employees of the Internal Audit Unit from any form of pressure, harassment,
discrimination, intimidation or other actions that may affect the independence of their judgment or audit
performance.

In case of transfer of an employee from another structural unit of the Bank to the internal audit unit, a transition
period is established, which, as a rule, is at least one year. During this period, such an employee is not involved in
conducting audit tasks in relation to the activities for which he was previously responsible.

Involvement of employees of other structural divisions of the Bank in the performance of internal audit functions
is not allowed, except for the cases when they provide expert support during certain audit tasks. Proposal for
outsourcing audit services (Section 13 of this Regulation ) submitted for consideration by the Audit Committee
and the Supervisory Board for approval.

3.2. Powers and responsibilities of the IAD.

For the proper performance of its functions, the IAD is granted a full, unhindered and unlimited right of access to
all structural subdivisions of the Bank, documents, information systems, assets, premises and employees of the
Bank to the extent necessary for the performance of audit tasks, subject to compliance with the requirements for
confidentiality of information and its proper protection. Such access right is provided on an ongoing basis. At the
request of the IAD, the Bank's employees are obliged to provide all the necessary information, documents,
explanations, calculations, analytical materials and other information necessary for the performance of audit
tasks in a timely manner.
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The IAD independently determines approaches to planning and conducting audit activities, allocates available
resources, determines the scope of audit procedures, applies audit methods necessary to achieve the objectives
of the audit task, and forms independent audit opinions.

To perform its functions, the IAD has the right to receive assistance from the Bank's employees, as well as, in
agreement with the Supervisory Board, to involve internal or external experts, consultants and other specialists.

The IAD must receive timely information on:

e significant changes in the Bank's strategy, risk management system, internal control, organizational structure,
business processes, information systems, as well as the introduction of new products and services;

¢ decisions of the Management Board, the Supervisory Board and their committees that may affect the Bank's
activities or the performance of the functions of the Supervisory Board;

¢ the results of external audits, inspections of the National Bank of Ukraine, other regulatory authorities and
measures taken based on the results of such inspections;

e cases of fraud, material incidents, violations of the law, internal documents of the Bank or other events that may
have a significant impact on the Bank's activities.

The Head of the Internal Audit Office has the right to directly address the Chairman of the Supervisory Board and
initiate consideration of issues within the competence of internal audit, including convening an extraordinary
meeting of the Supervisory Board or the Audit Committee in accordance with the internal documents of the Bank.

Employees of the Department of Internal Affairs must have the appropriate knowledge, professional skills and
competencies necessary for the quality performance of the functions and audit tasks assigned to them. They are
obliged to maintain and constantly improve their professional level, as well as to comply with the requirements of
the Global Standards on Internal Auditing and the Bank's internal documents. The head of the IAD ensures that
the employees of the unit have the necessary qualifications, professional experience and competencies, as well
as monitors their application of due professional diligence during planning.

3.3. Integrity and ethics.
Internal auditors are expected to demonstrate the highest level of integrity necessary to ensure the credibility of
auditors and their professional judgment.

They are also expected to exemplify compliance with the Bank's Code of Conduct (Ethics) and the IBA Principles
of Ethics and Professionalism.

3.4. Qualifications, experience and competence.

IAD employees must have the appropriate qualifications, professional knowledge, experience and competencies
necessary to perform the functions assigned to them. They must understand the risks inherent in the Bank's
activities, know its business model, goals and strategy, regulations, internal documents of the Bank and generally
accepted market practices. Employees of the Department of Internal Affairs should be able to assess the impact
of these factors on the Bank's activities and timely inform the management about the identified risks,
shortcomings and problematic issues. All employees of the IAD must speak the state language.

IAD employees are obliged to perform their official duties conscientiously, professionally, objectively and
impartially, adhering to the principles of honesty, responsibility, professional ethics and due professional
diligence. The assessment of the activities of the IAD employees is carried out by the Head of the IAD taking into
account the level of professional knowledge, the quality of audit tasks, compliance with ethical principles and
professional behavior.
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IAD employees must constantly maintain and improve their professional level by undergoing training, self-
education, participation in professional events, seminars, trainings, conferences and certification programs. The
professional development of IAD employees is a continuous and systematic process and is carried out in
accordance with individual development plans and the needs of the unit.

IAD employees are obliged to comply with the approved professional development plans and contribute to
increasing the level of their own knowledge, skills and competencies necessary for the effective performance of
internal audit functions.

The employees of the IAD are obliged to comply with the requirements of the Bank's Anti-Corruption Program,
the Code of Ethics and other internal documents of the Bank. In case of violation of these requirements, they bear
disciplinary, administrative or other liability in accordance with the legislation of Ukraine and internal documents
of the Bank.

Detailed requirements for the qualifications, experience, professional knowledge and competencies of IAD
employees are determined by job descriptions and other internal documents of the Bank.

4, AREAS OF ACTIVITY.

4.1. Assurance Services

IAD provides independent and objective services to provide assurance on the effectiveness of the Bank's
corporate governance processes, internal control system, risk management and other processes.

The activities of the IAD include conducting audit tasks aimed at obtaining sufficient and appropriate audit
evidence to form an independent assessment of:

e efficiency and adequacy of the internal control system;
e effectiveness of risk management and corporate governance processes;

e compliance of the Bank's activities with the requirements of the legislation of Ukraine, regulations of the
National Bank of Ukraine, internal documents of the Bank and applicable professional standards;

¢ reliability, completeness, timeliness and reliability of financial, management and regulatory reporting;
e efficiency of the use of resources and proper protection of the Bank's assets;
e efficiency of information systems, data processing processes and information security.

The results of assurance activities are communicated to the Supervisory Board, the Audit Committee (if
established), the Management Board of the Bank and other interested parties in accordance with the Bank's
internal documents and legal requirements.

During the performance of audit tasks, the IAD assesses, in particular:

e organization and effectiveness of the risk management system, including credit, market, interest, currency,
liquidity, operational, compliance risk and other material risks;

e the process of determining and adhering to the Bank's risk appetite;

e reliability of models, methodologies and information systems used for risk management;
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e effectiveness of internal control and corporate governance systems;
e reliability, integrity and quality of data used by the Bank in the process of management and decision-making;

e compliance with the requirements of the law, regulations of the NBU, internal documents of the Bank and
requirements in the field of prevention of money laundering, financing of terrorism and financing of proliferation
of weapons of mass destruction.

The IAD covers all significant processes, functions, systems and structural divisions of the Bank, taking into
account the risk-based approach and the results of risk assessment.

4.2, Consulting services

Provided that the IAD maintains its independence and objectivity, it can provide advisory services aimed at
improving the internal control, corporate governance, risk management and other processes of the Bank.

Consulting services may include the provision of recommendations, conclusions, clarifications and expert support
on issues within the competence of the IAD. At the same time, the IAD does not participate in managerial decision-
making and is not responsible for the implementation of the proposed recommendations.

The provision of advisory services should not threaten the independence and objectivity of the IAD or limit its
ability to carry out assurance activities.

Consultancy tasks are documented separately from assurance audit tasks. Recommendations and comments
provided within the framework of advisory services are advisory in nature and are not subject to mandatory
further monitoring by the IAD, unless otherwise determined by a separate decision of the Supervisory Board or
the Management Board of the Bank.

5. STATUS AND ORGANIZATION OF IAD ACTIVITIES

5.1.  Organizational structure

The organizational structure of the IAD is determined by the Supervisory Board of the Bank on the basis of the
proposals of the Head of the IAD, taking into account the scale and complexity of the Bank's activities, the volume
of its operations, the structure of assets, the number of structural units, the level of automation and digitalization
of processes, as well as the nature and level of risks inherent in the Bank's activities.

The number and structure of the IAD should ensure the proper performance of the functions assigned to the
department, the achievement of internal audit goals and the coverage of audit activities in all significant areas of
the Bank's activities.

In case of changes in the Bank's activities, its organizational structure, business model, risk profile or regulatory
requirements, the Head of the IAD initiates a revision of the structure and number of the unit, if necessary.
Relevant changes are made at the suggestion of the Head of the IAD and approved by the Supervisory Board of
the Bank.

5.2. IAD Status

It works separately from the controls that are an integral part of the organization's various business processes.
The IAD assesses the functioning and effectiveness of business departments/divisions, as well as compliance and
risk management activities and reports administratively to the Chairman of the Management Board, and
functionally to the Supervisory Board/Audit Committee and the Head of Internal Audit of NEXENT NV.

The organizational status of the IAD should ensure its independence, the ability to freely and objectively perform
its duties, provide fair and impartial conclusions on the results of the audit, adequate consideration and adoption
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of appropriate decisions by the management.

The organizational structure and number of personnel of the IAD are determined by the Supervisory Board and
the Audit Committee. The internal audit plan takes into account the size and activities of the Bank, as well as the
level of risks to which the Bank may be exposed in the course of its activities.

The internal audit budget determined by the Supervisory Board must be sufficient for the effective organization
of the internal audit function and the implementation of the annual internal audit plan.

The staff list of the IAD is approved by the authorized person/management of the Bank in the manner established
by the current legislation of Ukraine, the Bank's Charter and other documents of the Bank, upon the submission
of the Head of the IAD. Increase or decrease in the number of IAD personnel is approved by the Supervisory Board.
The Supervisory Board, upon the submission of the Head of the IAD, approves the terms of employment contracts,
the amount of remuneration, incentive and other compensation payments to the Head of the IAD. The terms of
remuneration of IAD employees should not create a conflict of interest or jeopardize the independence and
objectivity of the IAD activities, but should contribute to the fact that the IAD is staffed by professional and
qualified employees.

The organizational status of the IAD should ensure its independence, the ability to freely and objectively perform
its duties, provide fair and impartial conclusions on the results of the internal audit, their proper consideration
and appropriate decision-making.

5.3. Budget of IAD.

The IAD forms and submits for consideration the budget necessary to ensure the proper performance of the
functions assigned to it and the implementation of the approved audit plan. The budget of the IAD should provide
for sufficient financial, technical, informational and personnel support, including the costs of professional training
and certification of employees, conducting audit tasks, attracting external experts (if necessary), purchasing and
maintaining software, IT equipment and other resources necessary for the effective functioning of the IAD.

The Head of the IAD submits the draft budget for consideration by the Audit Committee, after which the budget
is submitted to the Supervisory Board of the Bank for approval. The Supervisory Board ensures the appropriate
level of resource provision of the IAD to fulfill its mandate and achieve the goals of internal audit.

5.4. Ensuring independence and objectivity.

The Head of the IAD and the employees of the IAD shall not have the right to participate in the definition and/or
implementation of measures to establish an appropriate internal control system in the Bank and in the
implementation of transactions or activities subject to their verification, and shall not have the right to sign
documents on behalf of the Bank according to which the Bank accepts risks, or to endorse such documents.

The head of the IAD and the employees of the IAD cannot combine their activities with activities in other
units/divisions. An employee of the Department of Internal Affairs who previously held a position in another
department/unit may not conduct an audit of the activity for which he was responsible for 24 months after the
completion of such activity.

The head of the IAD is prohibited from holding positions in another bank.

The final decision on the admission of an applicant to the staff of the IAD is made by the head of the Internal Audit
Department, subject to a positive conclusion of the head of the internal audit group and subject to the
professional qualification of the applicant for the vacant position.

The procedure for interaction of the IAD with other departments/divisions is fixed in the Group's Internal Audit
Manual and the Regulation on the Organization and Conduct of Audits of JSC NEXENT BANK.

Information on cases of obstruction of the IAD in the performance of its functions shall be immediately reported
to the Chairman of the Management Board, and, if necessary, to the Chairman of the Supervisory Board.

The objectivity of the conclusions of the IAD employees is achieved, in particular, through periodic rotation. Some
internal audits are carried out every year. It is desirable that the internal audit personnel do not participate in the
same internal audit for more than four consecutive audits. In such circumstances, participation can be beneficial.
In such cases, it is necessary to apply for prior approval to the Head of Internal Audit of NEXENT NV to involve an
internal audit employee in the audit. In case of obtaining permission, the Head of the Internal Audit Department
explains the conditions under which the audit is carried out in order to ensure the independence and objectivity
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of the internal audit employee involved. The Head of the Internal Audit Office and IT Audit staff are exempt from
this rotation requirement due to their audit responsibilities, specific knowledge, and/or availability in a geographic
region. Nevertheless, if possible, the four-year period will apply accordingly.

6. QUALIFICATION, APPOINTMENT AND DISMISSAL OF IAD EMPLOYEES.

The minimum (basic) requirements for the professional suitability and business reputation of a candidate for the
position of head of the Internal Audit Department are established by NBU regulations. The Head of the Internal
Audit Department must have a higher education, work experience in the field of auditing for at least 5 years, of
which at least three years in banks, meet the restrictions established by Article 45 of the Law of Ukraine "On Banks
and Banking" regarding holding positions in other banks, and meet other qualification requirements for
professional suitability and business reputation.
The professional suitability of the Head of the Internal Audit Department is defined as a set of knowledge and
professional and managerial experience necessary for the proper performance of his/her duties, taking into
account the business plan and development strategy of the bank. In particular, the Head of the Internal Audit
Department must speak the state language of Ukraine, have a high level of responsibility for his work, be
demanding of himself and his subordinates, have business integrity, initiative and discipline.
Mandatory minimum requirements for internal auditors of the Bank:

e profile and level of education - complete higher education;

e knowledge in subject areas;

e legislative acts of Ukraine on banking, regulations governing internal audit in banks, state language,

rules for the operation of computer equipment;
e practical experience - at least three years of experience in the banking system;
¢ high level of responsibility for their work, self-discipline, business honesty, initiative and discipline.

Additional requirements for professional suitability and business reputation may be established by the Head of
the Internal Audit Office and indicated in the job description of the internal auditor.

The Head of the Internal Audit Department is appointed and dismissed on the basis of the decision of the
Supervisory Board in accordance with the order of the Chairman of the Management Board and with the approval
of the Head of Internal Audit of Nexent NV. The candidacy of the Head of the IAD is approved by the NBU.

The head of the IAD takes office after the NBU approves his candidacy. The NBU has the right to demand the
replacement of the head if his professional suitability and/or business reputation do not meet the qualification
requirements established by the NBU. At the request of the NBU, the bank takes measures to replace such a head.
The bank is obliged to agree with the NBU on the decision to dismiss the head of the UMA, except in cases of
dismissal at his own will or by agreement of the parties or in case of termination of the employment contract
(contract).

All employees of the IAD are subordinate to the head of the IAD. Employees of the IAD are appointed or dismissed
by the order of the Chairman of the Board (or a person authorized by him) upon the submission of information by
the Head of the IAD and the Head of Internal Audit of Nexent NV. Job descriptions of the IAD are developed on
the basis of this Regulation and approved by the head of the IAD.

During the period of temporary absence of the Head of the Internal Audit Department, one of the employees of
the Internal Audit Department performs his/her duties at the request of the Head of the Internal Audit
Department, who must correspond to the level of professional suitability and business reputation of the Head of
Internal Audit, in accordance with the relevant administrative document established by the Bank.

7. FUNCTIONS.

7.1. The IAD performs, in particular, the following functions:

e considers and evaluates the processes that ensure the Bank's activities, including those that carry a potential
risk and are carried out by the involvement of legal entities and individuals on a contractual basis (outsourcing);

e checks the availability, assesses the effectiveness and adequacy of the Bank's risk management systems,
internal control, management processes, compliance of these systems and processes with the types and
volumes of transactions carried out, including the prevention of the use of the banking system for money
laundering/terrorist financing;
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e considers the process of assessing capital adequacy, liquidity level and means of ensuring the safety of assets,
taking into account the risks of the Bank;

o check the correctness and reliability of accounting, information, financial and other reports prepared by the
Bank, their completeness and timeliness of submission, including to the NBU, state authorities and governing
bodies that supervise the Bank's activities within their competence;

e independently assesses the control system implemented by the Bank's management, in particular, compliance
by the Bank's managers and employees providing banking and other financial services with the requirements
of the legislation of Ukraine, including NBU regulations, and the Bank's internal regulations, the fulfillment of
professional duties and rules established by the Bank's Charter and internal documents, including compliance
and risk management;

o identification and analysis of violations by the Bank's employees of the requirements of the current legislation
of Ukraine, professional standards and internal regulations governing the Bank's activities;

¢ timely elimination of deficiencies identified by the NBU and other state bodies that supervise the Bank's
activities within their competence;

¢ independently assesses the reliability, efficiency and integrity of the bank's information systems and processes
management (including relevance, accuracy, completeness, availability, confidentiality and complexity of
data);

¢ analyzes the financial and economic activities of the bank;

¢ assess the effectiveness and sufficiency of the Bank's business recovery plan (if any);

¢ evaluates the activities of the risk management and compliance function, the committees established by the
Bank, and the quality of risk reports submitted to the Supervisory Board and the Management Board;

¢ identifies and checks cases of abuse of authority by the Bank's officials, as well as conflicts of interest in the
Bank;

e develops proposals and recommendations for eliminating the identified shortcomings and violations,
minimizing risks, improving the quality and efficiency of the corporate governance system, preventing actions
that may lead to violation of the requirements of the law;

e monitor violations and deficiencies identified by the IAD, as well as the implementation of recommendations
and proposals provided by the IAD (Internal Audit Support);

e develops an annual internal audit plan and a multi-year internal audit plan, if a decision is made on the need
for the latter;

e develops internal audit programs;

e prepares internal reports, including on the implementation of the annual internal audit plan and reports on the
work of the IAD to the NBU;

e participates in audits of the Bank's subsidiaries;

e organizes the improvement of the quality of IAD;

e participates in internal investigations, including at the request of the Audit Committee/Supervisory Board;

e provides consulting services, at the request of the Management Board and/or the Audit Committee of the
Supervisory Board, in the absence of a threat to independence and performs other functions provided for by
the legislation of Ukraine. Consulting services are provided by the IAD only if the employees of the IAD have
the necessary competence (knowledge, skills and other abilities necessary to perform the task in whole or in
part) and only if there is an unused limit of the time reserve provided by the Supervisory Board. The request
for consulting services must be documented. The internal auditor who provided the consulting services is not
entitled to re-evaluate this consulting service within one year from the date of issuance of the evaluation
report. If internal auditors are going to provide consulting services related to activities for which they were
previously responsible, they must disclose potential irregularities to the party requesting services before
accepting the assignment. If the internal audit function is to provide assurance services where it has previously
provided advisory services, the head of internal audit must confirm that the nature of the advisory services
does not affect objectivity and must allocate resources in such a way as to manage individual objectivity.
Assurance tasks regarding the functions for which the head of internal audit is responsible must be supervised
by an independent party outside the internal audit function.

¢ |f the IAD does not have personnel with the qualifications and skills necessary to perform a specific audit task,
the Head of Internal Audit may decide to outsource the audit (full execution by external service providers) or
to share it (engage an external service provider as a manager or member of the audit team together with the
IAU staff). This decision should be discussed with the Audit Committee/Supervisory Board and Head of Internal
Audit of Nexent NV. In case of involvement of an external service provider, the Head of the IAS is responsible
for ensuring that the internal auditor fulfills its obligations under this Regulation effectively and efficiently, and
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that its activities comply with the requirements of the Global Standards and the Code of Ethics. An external
service provider, engaged on the basis of joint or outsourcing, signs a written commitment not to disclose or
use information containing banking or trade secrets in the interests of itself or third parties.

To ensure that the internal audit function collectively has the competencies to provide internal audit services,
the head of the IAD should continuously assess the level of competencies of internal auditors and use this
knowledge in the distribution of tasks, identifying training needs and hiring internal auditors for open
positions. participate in the evaluation of the effectiveness of internal auditors.

RESPONSIBILITY.

8.1. The head of the IAD is responsible for:

organization of the work of the IAD in compliance with the Global Standards;

ensuring sufficient qualifications and skills of internal auditors;

development and implementation of an annual internal audit plan based on risk assessment and reporting on
the implementation of the plan, taking into account proposals and tasks received from the Audit Committee
(if established)/Supervisory Board and/or the Management Board;

quality of assessment of the effectiveness of the internal control system; continuous monitoring of internal
audit activities and periodic evaluation of internal audit activities and development of a program for ensuring
and improving the quality of internal audit; development of internal regulatory documents regulating the
activities of the IAD;

reporting to the NBU in accordance with the requirements of the Regulation on the Organization of Internal
Audit in Ukrainian Banks, approved by the NBU Board Resolution dated 10.05.2016. No. 311 (as amended).

8.2.The duties and responsibilities of employees are established in accordance with the current legislation of

Ukraine and internal regulatory documents of the Bank, and are defined in more detail in the Job Description
of each employee.

8.3.1AD employees are responsible, in particular, in the following cases:

9.

non-fulfillment and improper performance of their official duties provided for by their job descriptions, within
the limits established by the current labor legislation of Ukraine;

non-compliance/violation of the requirements, instructions, provisions of the NBU, internal documents of the
Bank and the current legislation of Ukraine, requirements of internal audit standards, principles of the Code of
Ethics and provisions related to the activities of IAD, for inaccurate reporting, other initial information, and/or
untimely provision of information within its competence;

disclosure of banking and commercial secrets, personal data and other confidential information that became
known to them during their employment and after termination of employment with the Bank;

committing an offense in the course of its activities within the limits established by the current administrative,
criminal and civil legislation of Ukraine;

causing material damage, failure to preserve property provided for the performance of functional duties within
the limits established by the civil and labor legislation of Ukraine, including failure to preserve the Bank's
property provided for the performance of functional duties;

violation of the rules of the current internal labor regulations, for violation of the norms and rules on labor
protection and fire safety in accordance with the current legislation of Ukraine;

unauthorized and/or unlawful actions regarding the processing of personal data and/or disclosure of personal
data that became known to them during the performance of their labor duties.

DUTIES OF IAD EMPLOYEES.

9.1. 1AD employees are obliged to:

timely and efficiently perform the tasks and duties defined by this Regulation and provided for by the
employee's job descriptions;

comply with the requirements of the legislation of Ukraine, regulations of the National Bank, internal
regulations, organizational and administrative documents of the Bank, and the requirements of international
standards and principles of the Code of Ethics for Internal Auditors;

comply with the regime of protection and disclosure of banking and commercial secrets, as well as confidential
information, the procedure for processing and protecting personal data, confidentiality in its activities and the
activities of the IAD. Upon appointment to the position, the Head of the Internal Audit Department and the
employees of the Internal Audit Department give a written undertaking not to disclose information about the
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Bank's activities and to maintain bank secrecy in accordance with the requirements of the current legislation
of Ukraine;

e to provide consulting and methodological assistance on issues related to the Bank's financial and economic
activities in terms of the internal control system and minimization of banking risks, including in the planning
process, at the stage of development and implementation of new products, projects, processes, systems and
other issues within the competence of the IAD.

e to comply with the rules of labor and executive discipline, rules and regulations on labor protection and fire
safety;

e timely inform the risk management service about operational cases/incidents in its area of responsibility and
ensure the provision of information on detected cases of operational risk in accordance with internal
regulations;

e be truthful, accurate, understandable, open and respectful in all professional relationships and
communication, even when expressing skepticism or offering the opposite point of view. Internal auditors
should not make false, misleading or misleading statements, and should not conceal or neglect observations
or other pertinent information in communications. Internal auditors must disclose all material facts known to
them that, if not disclosed, may affect the organization's ability to make informed decisions;

e must understand, respect, conform to, and promote the legitimate and ethical expectations of the
organization, and must be able to recognize behaviors that are contrary to those expectations.

9.2. In addition to the above, IAD employees are obliged to:

o keep at its disposal the Bank's resources, including, but not limited to: material resources, entrusted
documents, seals, stamps;

o comply with the rules of permissible use of the Bank's resources, including hardware and software complexes,
e-mail and means of communication, removable media, remote access to information resources;

e comply with the requirements for the security of the use of the Bank's resources and confidential storage of
codes, keys and passwords for access to information resources;

¢ adhere to the "clean desktop and clean screen" policy;

¢ in case of using the Bank's resources, protect them in accordance with the Information Security Policy and
other information security documentation;

e protect information resources from unauthorized access, disclosure, alteration, destruction or interference;

¢ inform the immediate supervisor and the information security department about known or suspected cases
of information security violations;

¢ notify the immediate manager of any incidents related to the violation of physical security, or about possible
events or other risks to the security of the Bank;

¢ inform the Compliance Department of any circumstances that may lead to bribery, corruption, conflict of
interest, any personal transactions with financial instruments and other incidents that may adversely affect
the reputation of the Bank;

e monitor and supervise the effectiveness of the risk management system by inspecting the risk management
status at all levels of the system;

¢ assess the compliance of risk management processes with the regulatory requirements of internal regulations
and the NBU;

¢ assess the compliance of internal methodologies, algorithms, methods and approaches used in the processes
of identification, identification, assessment, monitoring and management of risks with the goals and objectives
set by the Supervisory Board for Risk Management;

¢ assess the effectiveness of compliance with internal risk management requirements in the course of activities
by all departments/divisions and bodies of the Bank;

¢ independently assess the system of internal control established by the Bank's management over employees'
compliance with the NBU regulations, the Bank's internal regulations on the procedure for providing banking
and other financial services, the Bank's internal documents on financial monitoring, the effectiveness of
management actions, the Bank's activities, including those carried out by the Bank with the involvement of
legal entities and individuals on a contractual basis (outsourcing), as well as other activities;

e to check the availability and assessment of the complexity, efficiency and adequacy of the internal control
system, its compliance with the types and volumes of operations carried out by the bank, changes in the bank's
business model, its macroeconomic and business environment;

¢ make proposals to improve the effectiveness of the risk management system, including its compliance with
the types and volumes of the Bank's operations and the internal control system;
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to verify the effectiveness of the measures taken by the Bank to correct violations and deficiencies identified
by the IAD;

initiate submission of reports on the results of inspections to the Audit Committee (if established)/Supervisory
Board, Management Board and heads of departments, including on ensuring compliance with the
requirements of the legislation of Ukraine on the prevention of money laundering/terrorist financing;

initiate recommendations to the heads of departments on taking measures to avoid and prevent actions that
may lead to the Bank's violation of the requirements of the legislation of Ukraine, and monitor the
completeness and timeliness of the implementation of recommendations made based on the results of
previous inspections;

determine the areas of potential losses, favorable conditions for fraud, abuse and misappropriation of the
Bank's funds based on the results of the audit and notify the Audit/Supervisory Board and the Management
Board in accordance with the established procedure;

ensure the safety and timely return of documents received from departments/divisions;

not to participate in the creation and organization, including jointly with departments/divisions, of any
activities and processes that ensure the Bank's activities or are perceived as affecting the impartiality and
objectivity of internal auditors, the development of internal documents of the Bank (except for cases when
internal auditors provide consulting services provided by the internal audit function), not to approve such
documents;

to improve their knowledge, skills and other abilities through continuous professional development.

9.3. The head of the IAD, in particular, is obliged to:

demonstrate managerial and leadership qualities, as well as have a sufficient qualification level of knowledge
and skills, and constantly improve them;

prepare work plans for the internal audit function based on a risk-based approach, taking into account
proposals and tasks received from the Audit Committee (if established)/Supervisory Board or Management
Board, and ensure their implementation;

conduct unscheduled audits, if it is agreed with the Audit Committee (if it is established)/Supervisory Board;
ensure the continuous operation of the IAM in accordance with this Regulation, the Regulation on the
Organization and Conduct of Audits, the Global Standards and the principles of the Code of Ethics for Internal
Auditors;

to ensure the proper, sufficient and effective use of the RMA resources for the implementation of the annual
internal audit plan;

ensure that the IAD is staffed with qualified staff with the necessary skills, including the ability to effectively
and professionally assess the Bank's activities and exert influence at the highest level of the Bank's
management;

determine the audit policies and procedures used by internal auditors to conduct audits, in accordance with
the requirements of the Bank's internal audit documents and Global Standards;

prepare a report on the implementation of the annual internal audit plan and submit it for consideration by
the Audit Committee (if it is established) and approval to the Supervisory Board no later than the last day of
the first month of the year following the reporting year, with confirmation of the organizational independence
and independence of the IAD;

ensure the submission of reports on the results of inspections to the heads of departments/divisions, the
Management Board and the Audit Committee/Supervisory Board for them to take appropriate organizational
(corrective) measures. Audit reports containing an assessment of the audited processes, observations and
comments of internal auditors, as well as recommendations for eliminating the identified deficiencies;
submit to the Audit Committee (if established)/Supervisory Board (at least once every six months) a report on
the state of implementation, including non-compliance, by the Management Board and heads of departments
of recommendations (proposals) to eliminate violations and deficiencies identified during the audit;

in the event of circumstances that prevent the IAU from performing its duties, interference of the Bank's
officials in the activities of the IAU, identification of the level of risk unacceptable for the Bank's activities, notify
the Supervisory Board in writing so that it can make appropriate decisions or take measures;

monitor the quality of the UMA's activities on an ongoing basis and develop and maintain a program for
ensuring and improving the quality of the Bank's internal audit in accordance with the requirements of the
Global Standards, ensuring periodic (at least once a year) reporting to the Audit Committee/Supervisory Board
and the Management Board on its implementation by reviewing and approving the report on the work of the
IAA for the reporting period;
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to provide continuous professional training and education of internal auditors;

develop and maintain a system of control over the implementation of recommendations (proposals) provided
by the Bank's managers based on the results of audits, and prevent conflicts of interest;

prepare and submit to the NBU the Report on the work of the IAD (no later than the 15th day of the month
following the reporting period) and other documents based on the results of the Bank's internal audit;

notify the NBU in writing about any distortions in the Bank's financial statements, violations and deficiencies
in the Bank's activities, as well as about any events in the Bank's activities that may adversely affect the
solvency, safety and reliability of the Bank, if the Bank's Management Board has not taken timely measures to
eliminate these violations and shortcomings, and the Audit Committee (if established)/the Supervisory Board
of the Bank has not considered the appeal of the Head of the IAA regarding the inaction of the Bank's
Management Board and has not taken appropriate measures based on the results of consideration of this
appeal;

inform the Audit Committee (if it is established)/the Supervisory Board, if the Management Board

accepted a level of risk that exceeds the level of risk appetite of the organization or risk tolerance (risk
elimination is not included in the duties of the head of the Internal Audit Department.

ensure, within the limits of its powers, ongoing cooperation with external auditors, public authorities, and
governing bodies that supervise the Bank's activities within its competence, including the NBU.

RIGHTS.

The rights and obligations of the IAD employees are determined based on its main tasks and functions defined by
this Regulation.
IAD employees have the right to:

receive information and materials from units/subdivisions, including those stored on electronic media, oral and
written explanations of the activities necessary for the employees of the UA to perform the tasks and functions
specified in this Regulation and their Job Description;
to involve employees in the activities carried out by the IAD in coordination with the management of the units
in order to perform the tasks and functions determined by this Regulation and their Job Description;
access and use of the banking automation system:
- databases and other information from the bank's primary documents;
- software used to automate processes in the bank's operations, including financial monitoring;
- financial, statistical, managerial and other types of reporting;
- inventory materials of the bank and documents of commissions established in the bank (if any);
- documents of the bank's governing bodies, including those on the implementation and operation of risk
management, corporate governance and internal control systems;
- other documents of the bank required for audits (audits);
- access to all premises, including those used for storing documents, cash and other valuables;
- make copies of documents submitted for inspection, including copies of files of any information stored
on electronic media and necessary for the inspection (inspection);
- use information resources;
- participate in the development of IAD documents;
- make requests to other departments/divisions and other organizations to perform assigned tasks.

10.1.  The Head of the Internal Audit Department has the right, in particular:

make proposals to the Audit Committee/Supervisory Board (regarding conducting a scheduled audit), initiate
(if necessary) an unscheduled audit, discuss the audit results and conclusions with the Audit
Committee/Supervisory Board, the Management Board, heads of departments;

to demand an extraordinary meeting with members of the Supervisory Board;

initiate a meeting with any official of the Bank;

Initiate the involvement of employees of other departments in the internal audit;

Receive written explanations from managers and employees on issues that arise during the internal audit and
its results;

submit to the Audit Committee and/or for approval by the Supervisory Board the calculation of the need for
UMA resources, as well as report on any restrictions;

send requests to other organizations and institutions or third parties to obtain the necessary information and
documents related to the audit (inspection);
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e express its opinion, including at the request of the Board, on issues related to risky activities and internal
control;

e participate without the right to vote in meetings of the Supervisory Board, Management Board, and
committees of the Bank;

e to get acquainted with information and documents, including those stored on electronic media, of any
subdivision, written explanations on the activities of the bank, affiliates of the bank.

1. AUDIT PROCESS (GENERAL REQUIREMENTS).

This section defines the general principles and minimum requirements for the organization and conduct of audit
activities in the Bank. A detailed description of internal audit procedures, documentation requirements and the
procedure for performing audit tasks is defined in in the Regulation on the organization and conduct of audit
inspections at JSC «<NEXCENT BANK».

Audit tasks are performed by the IAD employees in accordance with the approved audit plan or on the basis of a
separate decision of the Supervisory Board, the Audit Committee or the Head of the IAD. To perform the audit
task, the Head of the IAD appoints the head of the audit task and, if necessary, members of the audit team. Each
audit task is properly supervised and quality controlled.

The audit task, as a rule, begins with the official notification of the audited object about the beginning of the audit.
In order to ensure effective interaction and proper understanding of the audit objectives, the IAD may hold a
constituent meeting with representatives of the audited object, during which the purpose, scope, timing of the
audit and other organizational issues are discussed.

At the stage of planning the audit task, the IAD carries out a preliminary analysis of the activities of the audited
object, risk assessment and determines the audit approach. Based on the results of planning, the audit program
is approved, after which the implementation of audit procedures begins.

After the completion of the field stage of the audit, the IAD summarizes the results of the audit, forms audit
conclusions and prepares a draft audit report. The draft report is discussed with representatives of the audited
entity in order to verify the actual accuracy of the conclusions and agree on a plan of corrective measures to
eliminate the identified shortcomings and implement recommendations.

After the approval procedure is completed, the IAA holds a final meeting with the management of the audited
object and issues the final audit report. The IAD monitors the implementation of the agreed measures and
regularly informs the Bank's governing bodies about the status of implementation of the recommendations.

The duration of the audit assighment is determined taking into account its complexity, scale and level of risk. As
a rule, planned audit tasks are performed within the period specified by the audit program.

The results of audit tasks and information on the status of implementation of recommendations are provided to
the Audit Committee (if established), the Supervisory Board and the Management Board of the Bank in the
manner determined by the Bank's internal documents.

A detailed description of the stages of the audit process, requirements for documentation and quality control of
audit activities is determined in the Regulation on the organization and conduct of audit inspections at JSC
«NEXCENT BANK».

Audit cycle (universe)

IAD forms and maintains the current Audit Universe, which covers all significant areas of the Bank's activities,
including business processes, functions, structural units, information systems, projects, risks, products, as well as
activities carried out with the involvement of third parties on an outsourcing basis.

The object of the audit can be any process, function, system, structural unit, project, type of activity or other
element of the audit universe that is important for achieving the Bank's goals and risk management.

Planning of the activities of the IAD is carried out on the basis of a risk-based approach and the results of risk
assessment. For this purpose, the IAD develops a multi-year audit plan, which, as arule, covers a three-year period,
unless another period is determined by the decision of the Supervisory Board of the Bank.

The multiannual plan is reviewed and updated at least once a year, taking into account changes in the Bank's
strategy, business model, risk profile, organizational structure, regulatory environment and the results of previous
audit tasks.

The IAD ensures adequate coverage of the audit universe during the audit cycle, taking into account the level of
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risk, materiality and priority of individual audited objects. Objects with a high level of risk may be included in the
annual audit plan more often, including annually, if it is justified by the results of risk assessment, requirements
of legislation, regulations of the National Bank of Ukraine, or decisions of the Supervisory Board of the Bank.

The annual audit plan is formed on the basis of the results of risk assessment and approved by the Supervisory
Board of the Bank.
11.1.  Annual audit plan (risk-based planning)

The annual audit plan is developed by the IAD on the basis of an annual risk assessment and taking into account
the long-term audit cycle.

When conducting a risk assessment, in particular, the following are taken into account:
¢ the Bank's development strategy and business goals;
e the Bank's risk profile and the results of risk management processes;
* changes in the organizational structure, business processes, products and information systems;
¢ results of previous audit tasks, inspections of the NBU, external auditors and other control functions;

 regulatory requirements and expectations of the Supervisory Board, the Audit Committee, the Management
Board of the Bank and other interested parties;

» available resources of the IAD.

The risk assessment methodology, the procedure for forming the Audit Universe and the preparation of the annual
audit plan are determined by the internal documents of the IAD and approved by the Supervisory Board of the
Bank.

The annual audit plan is approved by the Supervisory Board of the Bank and revised in case of significant changes
in the Bank's activities, its risk profile or the external environment.

Planning of the work of the IAD is carried out in several stages.
The first stage is the collection of information.

The IAD asks departments/divisions for the following information: what new services have been introduced
recently or are planned to be introduced next year; if organizational changes have taken place or are planned; a
list of employees who stand and resign, staff turnover and changes in management; information on the
commissioning of new IT systems; areas of activity that have been given increased regulatory attention, significant
changes in Ukrainian legislation, including regulations, etc. It also examines complaints, operational risk incidents,
internal investigation materials, risk assessment results, internal audit results, inspections by external regulatory
authorities, etc. The Head of the Internal Audit Department holds a number of meetings with heads of
departments/divisions and members of the Management Board to discuss their vision of the bank's risks, wishes
and expectations from internal audit in the plan year.

The second stage is risk analysis and assessment.

The IAD focuses on those areas that are exposed to a higher level of risk and/or where the level of risk
increases due to inadequate internal control systems. Risk assessment is carried out by determining a list of
parameters, options for their quantitative assessment and the share of the influence of each parameter on the
overall assessment.

The parameters of risk assessment include: the complexity of the transaction, its importance; a large amount
of possible penalties; share in the balance sheet/number of transactions; sufficiency of regulation
(external/internal); availability of information about official abuses/other violations in work; the effectiveness of
the internal control system; competence, responsibility of the head and employees of the inspected
units/divisions; date and results of the previous audit; good accounting (accounting/tax/management); level of
automation; and other factors. The Head of the Internal Audit Department determines the completeness of the
application of the above parameters in the analysis process.

For each of the potential audit objects, the final score is calculated as the sum of points for each of the
parameters of the audited object, weighted by the weight of the impact of each parameter on the overall
assessment of the object.

The third stage is the preparation of a draft internal audit plan, the allocation of RMA resources and

17/34



REGULATIONS ON INTERNAL AUDIT DEPARTMENT
nexent GU ONS O U

bank

the implementation of the planning results.

In order to form a list of audit objects that, taking into account the risk-based approach, should be checked,
first of all, whether the items that scored the highest scores according to the results of the analysis are taken into
account.

The human resources required to carry out the audit are calculated for each facility. The scope of the audit is
determined based on the objectives of the internal audit. The frequency of audits is determined by risk
assessments inherent in each area of audit activity, with due regard to the human resources (and their
competencies) provided to IAD by the Supervisory Board and the Management Board.

In the annual planning of the work of the UMA, the Head of Internal Audit also provides for a time reserve (the
amount of which is specified in the materials for the approval of the annual internal audit plan) for conducting
unscheduled inspections. Internal auditors can use the IAD time reserve in the following areas:

- provision of consulting services;

- conducting unscheduled audits of the Bank's activities initiated by members of the Supervisory Board
and/or the Chairman of the Management Board and/or the Head of Internal Audit.

This margin of time is also taken into account in the preparation of the draft internal audit plan and the
calculation of the free limit of human resources of the IAD.

Analyzing the collected information (but not limited to), taking into account the Bank's strategy, current and
future business plans, priorities and directions of business development set out in them, the structure and size of
the risks taken, the volume and conditions of activity, as well as the wishes of the members of the Supervisory
Board, a draft annual internal audit plan for the first and second half of the year was developed. The professional
judgment of the auditor is used to make a final decision on the list of audit objects that should be included in the
annual work plan of the UMA.

The results of the analysis must be documented in any form (at the discretion of the Head of the Internal
Audit Department).

The Head of the Internal Audit Department submits the developed internal audit plan for consideration and
approval by the Supervisory Board of the Bank in a timely manner.

The approved annual internal audit plan may be amended during the year, which is agreed, revised and approved
in the same manner as the approval of the annual internal audit plan.

Unscheduled internal audits using the provided time reserve must be carried out without the threat of violating
the terms of scheduled control procedures, otherwise the issue of the need to amend the annual internal audit
plan is submitted by the head of internal audit for consideration by the Supervisory Board.

11.3. Planning an audit assighment
Each audit task is planned and executed in accordance with the risk-based approach, the requirements of the
Bank's internal documents and the methodology of the IAD.
As a rule, before the start of audit procedures, the IAD informs the audited object about the audit task and its
main parameters. In cases where prior notification may adversely affect the achievement of audit objectives, in
particular during special investigations, inspections on behalf of the Supervisory Board, the Audit Committee, or
in the presence of signs of irregularities or fraud, the audit assignment may be carried out without prior
notification to the audited entity.
At the planning stage, the IAD carries out a preliminary study of the audit object, risk assessment, determines the
goals, scope, audit criteria, necessary resources, and develops a program of the audit task.
The audit program must contain at least:

o Object of audit,

e Basis for the inspection,

e Goals and directions of the inspection,

e The scope of the inspection, including exclusions and/or limitations (if any) and their respective

justification,
e The areas/processes to be tested and their inherent risks,
e Organizational units to be inspected,
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e Period subject to audit,

e Time frame (start and end date) for each stage of the inspection,

e Procedures for collecting, analyzing, evaluating and documenting information about the object of audit,
the minimum sample size and the types of analytical procedures to be used during the audit,

e The composition of the audit team and the number of man-days allotted for the audit.

When planning the audit task, the IAD takes into account the strategy and objectives of the audited entity, the
results of previous audits, the level of inherent and residual risks, the effectiveness of the internal control system,
changes in the internal and external environment, as well as other factors that may affect the achievement of
audit objectives.
In the process of performing the audit task, IAD employees carry out audit procedures, receive and analyze audit
evidence, document the results of work and form conclusions on the achievement of audit objectives.
For this purpose, the following documents and information are used (but not limited to): the Bank's strategy,
internal regulations, risk and control matrices, interviews with owners/participants of processes, information from
the database of operational risk incidents, compliance risk, acts of regulatory authorities, external audit and
reports on previous audits. The planning process is described in detail in the Regulations on the organization and
conduct of audits of JSC "NEXENT BANK".
In the event of circumstances that may significantly affect the scope, timing, objectives or resources of the audit
assignment, the audit program shall be subject to review and document the relevant changes in the manner
determined by the IAA methodology.
Significant changes to the audit program must be documented in writing and approved in accordance with the
established procedure. Changes to the audit program are approved in the following cases:

O changes in the name of the object, goals and directions of the audit, the list of processes that will be
subject to inspection;
changes in the audited period;
changes in the audit team;
significant changes in the dates of planning and conducting audit procedures;

O other significant changes by the decision of the Head of the UMA.
When planning the audit task, the IAD takes into account:

e strategic and operational goals of the audited object;

¢ inherent and residual risks characteristic of the relevant area of activity;

® resources, business processes, information systems and control mechanisms used for risk management;

¢ the results of previous audits, inspections and monitoring activities;

e effectiveness of the internal control, risk management and corporate governance system;

e opportunities to improve risk management and internal control processes.
In the event of circumstances that may significantly affect the goals, scope, timing, composition of the audit team
or other parameters of the audit assignment, the audit program is subject to revision. Such changes must be
properly documented and agreed upon in accordance with the internal documents of the UMA.
The implementation of the audit task, as a rule, includes the following stages:

e conducting a preliminary analysis and assessment of the risks of the audited object;

e determination of the goals, scope and resources of the audit task;

e development of an audit program and a list of audit procedures;

¢ performing audit procedures and obtaining sufficient and appropriate audit evidence;

e documentation of audit results in working documentation;

e formation of conclusions and preparation of an audit report.
The detailed procedure for planning, execution, documentation and quality control of audit tasks is determined
by the Regulations on the organization and conduct of audits of JSC "NEXENT BANK"

[ I o |

11.4. Types of audit assighments

Depending on the goals, scope, risks and characteristics of the audited object, the IAD can apply different types
of audit tasks. The type of audit is determined during the formation of the annual audit plan or at the stage of
planning a separate audit task.
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The IAD can conduct, in particular, the following types of audit tasks:

Process audit - assessment of the effectiveness, effectiveness, compliance and adequacy of the internal control,
risk management and corporate governance system within a separate business process or function of the Bank.
IT audit is an independent assessment of information technology systems, information security, automated
processes and IT controls in order to determine their compliance with legislation, internal documents of the Bank,
security requirements and business needs.

Comprehensive audit is an audit of several interrelated processes, functions or structural units in order to obtain
a comprehensive assessment of the internal control and risk management system in a certain area of the Bank's
activities.

Follow-up Audit is an assessment of the timeliness and completeness of the implementation of measures
developed based on the results of previous audit tasks, inspections by regulatory authorities or external auditors.
Continuous Auditing is the implementation of audit monitoring on an ongoing or periodic basis using analytical
tools and data analysis to timely identify risks, deviations, anomalies and potential violations.

Special audit assighment (investigation) is an unscheduled audit conducted by the decision of the Supervisory
Board, the Audit Committee, the Management Board of the Bank or the Head of the IAA in order to investigate
certain facts, events, incidents, suspicions of fraud, violations of the law or internal documents of the Bank.
Consulting task - activities to provide recommendations, expert support or advice on improving the system of
internal control, risk management and corporate governance, provided that the independence and objectivity of
the IAU are preserved.

Depending on the objectives of the audit task, the IAD can combine different audit approaches and methods
within one audit.

11.5. Reporting on the results of the audit
11.5.1 Auditing Reporting Standards
Based on the results of each audit task, the IAD prepares a written audit report in accordance with the approved
form and requirements of the internal methodology.
The audit report must contain sufficient, reliable, relevant and properly documented information on the results
of the audit, audit conclusions and recommendations for improving the system of internal control, risk
management and corporate governance.
Information about the identified shortcomings and recommendations, as a rule, is displayed using the following
components:

e Observation (Finding) - a fact or circumstance established by the auditor, revealed during the audit task;

e Criteria - requirements of legislation, regulations, internal documents of the Bank, standards or expected
practices that the activities of the audited entity must meet;

e Cause - factors or circumstances that led to the occurrence of a deficiency;
e Action Plan with the definition of specific actions, deadlines and responsible performers.

¢ Recommendation — measures proposed by the auditor to eliminate the identified deficiencies or minimize
risks;

¢ Management Response's position on the audit results and proposed recommendations, the Responsible
Unit or Official for the implementation of the recommendation;

Based on the results of the audit and taking into account the cumulative level of identified risks, the I1AD
determines the overall assessment of the audited object in accordance with the criteria established by the internal
methodology.

When determining the overall assessment, the IAA may apply professional judgment taking into account all the
circumstances of the audit assignment and additional risk factors that cannot be fully reflected by the
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quantitative evaluation criteria.

In exceptional cases, in particular during special investigations or audit tasks performed on a separate instruction
of the Supervisory Board or the Audit Committee, the audit report may be issued without assigning an overall
grade.

Key audit findings, key findings, material risks and recommendations should be summarized in the Executive
Summary, which is an integral part of the audit report and provides the Bank's governing bodies with the
opportunity to quickly understand the results of the audit and make appropriate management decisions.

11.5.2. Discussion of audit results
After the completion of the audit procedures, the IAD prepares a draft audit report and provides it to the head of
the audited object and/or the owner of the process for review and discussion within a reasonable time.
The purpose of discussing the audit results is:
presentation and clarification of audit observations, conclusions and recommendations;
elimination of possible misunderstandings or inaccuracies;
receiving comments from management on established facts;
coordination of corrective measures aimed at eliminating the identified deficiencies.
Representatives of the audited entity must provide their comments on the draft audit report and the draft Action
Plan within 5 working days from the date of its receipt. If necessary, the IAD takes into account the comments
received and makes appropriate clarifications to the draft report.
Based on the results of consideration of the draft report, working meetings can be held with heads of departments
and process owners responsible for the audited activities. During such meetings, the audit results,
recommendations of the IAD and measures to eliminate the identified shortcomings are discussed.
The action plan should contain:

e specific corrective actions;

e responsible executors;

e deadlines for implementation;

e other information provided for by the internal audit methodology.
If the representatives of the audited entity do not provide comments within the established period, the IAD has
the right to send a reminder and provide an additional 3 working days for a response. In case of failure to provide
a response within the extended period, the IAD may issue an audit report without the agreed Action Plan. In this
case, the responsible unit or process owner is obliged to provide the Action Plan within 30 calendar days from the
date of the report.
After the approval of the Action Plan by the responsible persons, the IAD includes it in the final version of the
audit report.
Management's disagreement with certain observations or recommendations is not a reason to delay the release
of the audit report. In such cases, the position of management is reflected in the report, and the Audit Committee
is informed of the existence of discrepancies.
In case of performance of the audit task with the involvement of an external service provider (outsourcer), the
Action Plan may be developed and approved after the release of the audit report and its submission to the Audit
Committee and the Supervisory Board. In this case, the Action Plan shall be submitted separately.
If the responsible person decides not to comply with the audit recommendation and to take the appropriate risk,
such a decision must be justified in writing and approved by the head of the relevant line of activity at least at the
level of a member of the Management Board or the Chairman of the Management Board. Information on risk
acceptance is provided to the IAA and the Audit Committee for consideration.
If the Audit Committee considers the level of risk accepted to be unacceptable for the Bank, the issue may be
submitted to the Supervisory Board.
After agreeing on the audit results, the IAD holds a final meeting with representatives of the audited entity and,
if necessary, representatives of the Bank's senior management. Such a meeting can be held both in the format of
a personal meeting and by e-mail.
The final audit report is issued after the completion of the approval procedure and is brought to the attention of
process owners, heads of relevant structural units and other stakeholders in accordance with the established
procedure.

21/34



REGULATIONS ON INTERNAL AUDIT DEPARTMENT
nexent GU ONS O U

bank

A summary for management is sent to the Chairman of the Management Board, members of the Management
Board responsible for audited areas of activity, the Audit Committee and the Supervisory Board.

The Head of the IAD monitors the timeliness of the completion of audit tasks, the implementation of the annual
audit plan and regularly reports on the results of the IAD activities to the Audit Committee and the Supervisory
Board.

11.5.3. Escalation of audit results

In case of disagreements between the IAA and the audited entity regarding the content of the audit observation,
the level of its risk, the criticality of the identified deficiency or the proposed corrective measures, the relevant
issue is subject to consideration by the head of the direction of activity and/or a member of the Management
Board responsible for the relevant area of the Bank's activity.

The auditee has the right to provide a written justification for its position, including objections to the audit results
or proposals for alternative measures to respond to the identified risks.

If, based on the results of such review, it was not possible to reach an agreed position or the management makes
a decision on risk-taking without implementing the recommendations of the IAA, the issue is referred to the Audit
Committee.

The audit committee considers the positions of the parties, assesses the level of residual risk and decides on the
feasibility of implementing the recommendations, accepting the risk or the need to take additional measures. If
necessary, the issue may be submitted to the Supervisory Board for consideration.

The IAA is obliged to ensure that the Management Board, the Audit Committee and, if necessary, the Supervisory
Board are informed in a timely manner about the identified significant deficiencies in the internal control, risk
management or corporate governance system.

The IAD shall immediately inform the Chairman of the Management Board, the Audit Committee and the
Supervisory Board about the facts of fraud, suspicions of fraudulent activities, significant violations of legislation,
regulatory requirements, cases of significant financial losses, the risk of applying significant sanctions or other
events that may have a significant impact on the Bank's operations, financial condition or reputation in accordance
with the established escalation procedure.

11.5.4. Control over the implementation of audit recommendations

The IAD constantly monitors the implementation of recommendations and measures developed based on the
results of audits. All audit observations, recommendations and agreed action plans are recorded and monitored
from the moment the final audit report is issued.

The responsibility for the timely and full implementation of the agreed measures to eliminate the identified
deficiencies rests with the Management Board of the Bank and the responsible process owners.

For the purpose of proper risk management, the Bank focuses on the following target deadlines for the
implementation of recommendations depending on the level of risk:

Audit findings Expected implementation recommendation
- Critical Immediate attention, implementation within 60 days
Important Within 3 months
Caution Within 6 months
Marginal Within 12 months
_l Baseline To be agreed with business

Responsible executors are obliged to ensure timely informing the IAD about the status of implementation of the
agreed measures and provide supporting documents on their implementation.

To ensure proper control, the IAD regularly monitors the implementation of recommendations, in particular with
the use of automated reminders. Notifications to responsible persons and departments may be sent, in particular:
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e 14 calendar days before the due date;

¢ on the day of completion of the established deadline.
The procedure for monitoring and controlling the implementation of recommendations is determined by the
internal methodology of the IAD.
The IAD ensures that the Management Board, the Audit Committee and the Supervisory Board are regularly
informed about the status of implementation of recommendations and the implementation of action plans.
Information on overdue, unfulfilled or significantly delayed measures is included in the periodic reporting of the
IAD.
If the recommendations on critical or high risks are not implemented within the established deadlines or the
identified deficiencies continue to pose a significant risk to the Bank’s activities, the Head of the IAD shall
immediately inform the Management Board of the Bank, the Audit Committee and the Supervisory Board thereof
for appropriate management decisions.
The closure of recommendations is carried out by the IAD solely on the basis of proper and sufficient evidence
confirming the actual elimination of the identified shortcomings and the implementation of agreed measures.
Depending on the nature of the recommendation, such evidence may include, in particular:

e documents or references to the Bank’s internal regulations approving the relevant changes;

e confirmation of employee training (training programs, materials, registers of participants, etc.);

e test results, implementation protocols, extracts from systems, screenshots, data samples, official
documents or other evidence of the implementation of changes in information systems or business
processes;

o other documents and materials confirming the actual implementation of the measures.

The final decision to close the recommendation is made by the IAD after assessing the sufficiency and
appropriateness of the evidence provided. The detailed procedure for monitoring, verifying the implementation
and closing of recommendations is determined by the Bank’s internal audit methodology.

The IAD has the right to conduct follow-up reviews to confirm the actual implementation of measures and assess
their effectiveness. Based on the results of such inspections, the IAD may leave the recommendation open, change
its status or close it if there is sufficient evidence of elimination of the identified deficiency and the risk associated
with it.

11.5.5. Quarterly reporting/semi-annual reporting.

The IAD informs the Audit Committee and the Supervisory Board about the results of its activities at least once a
quarter. In case of a significant restriction of the Bank's activities, temporary suspension of certain areas of
activity, absence of completed audit tasks or other objective circumstances affecting the scope of the UMA's
activities, reporting may be carried out in a simplified format or based on the results of a longer reporting period,
but at least once every six months, unless otherwise provided by the legislation of Ukraine, regulations of the
National Bank of Ukraine, decisions of the Supervisory Board or the Audit Committee. Information about the
reasons for changing the frequency or format of reporting is indicated in the relevant report of the IAD.

The quarterly report of the IAD, in particular, should contain information on:

compliance by the IAD with the requirements of the Code of Ethics, Global Standards for Internal Auditing, the
principles of independence, objectivity and professional diligence, as well as information on potential conflicts of
interest (if any);

the results of audits completed in the reporting period;

material risks, deficiencies in the internal control, corporate governance and risk management system, including
cases of fraud or other significant events;

the results of special inspections and investigations carried out on behalf of the Supervisory Board or the Audit
Committee;

changes in the methodology, internal procedures and tools of auditing;

cases of disagreement between the IAD and the responsible departments regarding the results of the audit,
recommendations or action plans;

cases of risk acceptance by the Bank's management;

the status of implementation of audit recommendations and the implementation of agreed action plans;

the level of implementation of the annual audit plan and the reasons for deviations (if any);
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the status of implementation of measures to improve the activities of the IAD based on the results of internal and
external quality assessments;

the results of internal quality control of audit activities;

sufficiency of the resources of the IAD, changes in the staff, structure or functioning of the unit;

professional training and advanced training of IAD employees;

other issues that, in the opinion of the Head of the IAD, may be of significant importance for the Audit Committee
and the Supervisory Board.

11.5.6. Annual reporting

Based on the results of the calendar year, the IAD prepares and submits to the Audit Committee and the
Supervisory Board an annual report on its activities.

The annual report should provide a comprehensive assessment of the activities of the IAD and contain information
at least:

mission, powers, responsibilities and scope of activity of the IAD;

compliance with the requirements of the Code of Ethics, Global Standards for Internal Auditing, the principles of
independence, objectivity and professional diligence, as well as information on potential conflicts of interest (if
any);

audit results for the reporting year;

material risks, deficiencies in the internal control, risk management and corporate governance system, including
cases of fraud and other material events;

the results of inspections carried out on behalf of the Supervisory Board or the Audit Committee;

cases of disagreement between the IAD and the Bank's management regarding the audit reports (if any),
recommendations and action plans;

cases of risk acceptance by the Bank's management (if any);

the status of implementation of audit recommendations and the implementation of agreed action plans;
implementation of the annual audit plan and the reasons for deviations from it (in case of innovation);

the results of the implementation of the MHPN, including the results of internal and external evaluations;

an overall assessment of the effectiveness of the Bank's internal control, risk management and corporate
governance system based on the results of audit activities;

information on the resource provision of the IAD, including the number of personnel, personnel changes and the
level of provision with the necessary resources;

professional development, training and certification of IAD employees;

implementation of the budget of the IAD;

key areas of activity and priorities of the IAD for the next reporting period;

other issues that may be of material importance to the Audit Committee and the Supervisory Board.

The Head of IAD ensures the timely submission of quarterly and annual reports, as well as the provision of
additional information at the request of the Audit Committee, the Supervisory Board or the National Bank of
Ukraine.

In this way, the Supervisory Board/Audit Committee (if established) assesses the effectiveness and effectiveness
of the internal audit function. Such an assessment includes: a review of the objectives of the internal audit
function, including its compliance with the Standards, laws and regulations; the ability to fulfill the mandate of
the internal audit; and progress in the implementation of the internal audit plan. Review of the results of the
implementation of the program to ensure and improve the quality of the internal audit function. achievement of
the objectives of the internal audit function.

The Head of the IAD may hold a closed meeting with the Supervisory Board once a year.

12. IAD STRATEGY

The IAD develops and maintains the Internal Audit Strategy, which identifies long-term priorities for the
development of the internal audit function and contributes to the achievement of the Bank's strategic goals.
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The IAD strategy is formed taking into account the Bank's development strategy, its business model, risk profile,
regulatory requirements, as well as the expectations of the Supervisory Board, the Audit Committee (if
established), the Management Board of the Bank and other interested parties.

The IAD strategy defines the vision for the development of the internal audit function for the medium and long
term (usually from three to five years), strategic goals, key areas of activity, performance indicators and measures
necessary to achieve them.

The Head of the IAD ensures regular review of the Internal Audit Strategy, taking into account changes in the
Bank's activities, its risk profile, external environment and regulatory requirements. The Strategy is reviewed at
least once a year and, if necessary, updated in coordination with the Audit Committee and the Supervisory Board
of the Bank.

13. Outsourcing of individual internal audit tasks

The Bank has the right to engage external experts or outsource the performance of certain audit tasks or parts
thereof in accordance with the requirements of the legislation of Ukraine, regulations of the National Bank of
Ukraine and internal documents of the Bank.

The decision to engage external contractors is made taking into account the results of risk-based planning, the
complexity of the audit task, the need for specialized knowledge or technical expertise, as well as an assessment
of potential risks and benefits of such engagement.

Before outsourcing a task, the IAD assesses the capacity, professional competence, independence and reputation
of the potential contractor, as well as its ability to ensure an appropriate level of information confidentiality, data
protection and conflict of interest management.

The outsourcing of certain tasks does not limit the responsibility of the Bank and the IAD for the proper
functioning of the internal audit. Responsibility for the results of audit activities, the sufficiency of audit coverage
and compliance with the requirements of the regulator remains with the Bank and the head of the UMA.

The IAD monitors the implementation of audit tasks outsourced, ensures proper interaction with the external
contractor, analyzes the results of its work and evaluates the quality of services provided.

The contract for the provision of outsourcing services must provide at least:
¢ the subject of the contract and the scope of the tasks transferred;

e rights and obligations of the parties;

e information confidentiality and data protection requirements;

e the procedure for access of the Bank, the Supervisory Board, the Supervisory Board, external auditors and the
National Bank of Ukraine to information, documents, systems and results of the contractor's work;

e requirements for the management of conflicts of interest;
e terms of work performance and reporting procedure;
e procedure in case of emergency circumstances or interruption of the provision of services;

e terms of termination of cooperation and early termination of the contract.
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The external contractor is responsible for the reliability, completeness and quality of the information provided
within the framework of the audit assignment, in accordance with the terms of the contract and the requirements
of the current legislation.

Outsourcing of certain audit tasks should not lead to the loss of the independence of the IAU, limitation of its
powers or reduction of the responsibility of the Head of the IAA for the internal audit function of the Bank.

14. Internal Audit Quality Assurance Program.

IAD carries out its activities in accordance with the Quality Assurance and Improvement Program (QAP), which
covers all aspects of the Internal Audit Unit's activities and is aimed at maintaining a high level of audit quality, its
effectiveness and compliance with the requirements of the Global Standards on Internal Auditing, the legislation
of Ukraine, regulations of the National Bank of Ukraine and internal documents of the Bank.

The QAP provides for continuous monitoring of the activities of the Internal Audit Department, periodic internal
quality assessments, as well as external evaluation of internal audit activities by independent qualified evaluators.

The purpose of the QAP is to assess the compliance of the IAD activities with professional standards and ethical
requirements, to determine the level of efficiency and effectiveness of internal audit, as well as to identify
opportunities for further improvement of the IAD activities.

The Head of the IAD ensures the functioning of the QAP, determines the performance indicators of the IAD,
monitors their achievement and informs the Audit Committee (if it is established) and the Supervisory Board
about the results of the Program.

Internal assessment of the quality of IAD activities includes:

e constant monitoring of the quality of audit tasks;
e periodic self-assessment of the activities of the IAD, which is carried out at least once a year;

e assessment of satisfaction with the activities of the IAD by the Supervisory Board, the Audit Committee, the
Management Board of the Bank and the heads of departments in respect of which audit tasks were carried out.

During the performance of each audit task, quality control of working documentation and compliance with the
requirements of the internal audit methodology is carried out. The results of internal quality control are
documented and taken into account when evaluating the effectiveness of the IAD.

An external assessment of the activities of the IAD is carried out at least once every five years by an independent
qualified appraiser or a group of appraisers who are not employees of the Bank and meet the requirements for
independence and professional competence. The issue of conducting an external assessment is discussed with
the Management Board and approved by the Head of the Internal Audit Group and the Supervisory Board

The Head of the IAD regularly reports (at least once a year) to the Audit Committee and the Supervisory Board on
the results of the implementation of the QAP including the results of internal and external assessments,
identified deficiencies and measures to eliminate them. The structure and format of such a report are determined
by the Head of the Internal Audit Department and provide a sufficient degree of information and objectivity

In case of significant deviations or non-compliance of the IAD activities with the requirements of the Global
Standards on Internal Auditing, which may affect the scope of activity, independence or effectiveness of the
internal audit function, the Head of the IAD is obliged to immediately inform the Management Board of the Bank,
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the Audit Committee and the Supervisory Board, indicating the nature of such non-compliance, its consequences
and planned corrective measures.

15. Links with other departments/divisions and external parties.

In its activities, IAD interacts with all divisions/divisions of the Bank on issues related to the performance of tasks,
functions and responsibilities defined by this Regulation, Job Descriptions of employees and other internal
regulatory and organizational documents of the Bank.

To ensure the effectiveness and effectiveness of internal audit activities, the IAD must properly coordinate and
interact with other risk management and control functions of the organization.

Employees of departments/subdivisions are obliged to provide all necessary assistance to the employees of the
Department of Internal Affairs for the performance of their functions: to provide the requested documents or
their copies in a timely manner, to provide written or oral explanations and to answer any questions posed by the
Head and employees of the Department of Education, not to interfere with the performance of the functions of
the Department of Education.

To perform certain internal audit tasks, IAD may involve specialists from other departments/divisions who are
sufficiently professional and independent in accordance with the requirements of internal audit.

The Head of the Internal Audit Department organizes interaction and exchange of information between the IAD
and the Bank's management bodies on internal audit issues.

Reports/information from the IAD to the Supervisory Board/Management Board and feedback on the results of
consideration are sent to the corporate e-mail.

The IAD employees exchange information with other departments/divisions on issues related to the activities of
the IAD and the tasks assigned to the IAD by the Bank's management.

The Head of the Internal Audit Department is informed by the Management Board about significant changes in
the strategy, methods and procedures of risk management, the introduction of new products and changes in
operational activities at an early stage of their application, as well as informs the Head of Internal Audit about the
start of internal investigations and their results, and provides information on the results of inspections by
regulatory authorities. The Management Board is obliged to provide the Head of Internal Audit with the results of
external inspections of regulatory authorities.

In its activities, IAD interacts with external organizations on issues related to the performance of tasks, functions
and responsibilities set forth in this Regulation, Job Descriptions of Employees and other internal regulatory and
organizational documents in the manner established by internal regulatory and organizational documents.

The Head of the IAD should ensure the exchange of information between the IAD and the external auditor on
internal audit issues, including the procedure for applying the relevant audit procedures.

Relations and exchange of information between the IAD and the external auditor, state authorities and
management bodies that supervise the activities of banks within their competence must be carried out in
compliance with the requirements of the legislation of Ukraine and internal documents on the storage, protection,
use and disclosure of information constituting banking and commercial secrets.

IAD employees can participate in events organized by external enterprises, institutions and organizations after
notification of the Bank's management.

16. Final provisions.

The Regulation shall enter into force from the date of its approval by the decision of the Supervisory Board, unless
otherwise specified in the decision of the Supervisory Board on its approval. Any questions regarding the content
or interpretation of this Regulation shall be directed to the Head of the Internal Audit Department.
Amendments and additions to the Regulations shall be made by their preliminary approval by the decision of the
Supervisory Board or other management body responsible for such issuance, in accordance with the Bank's
Charter or internal regulatory documents of the Bank and shall be formalized by setting out the Regulations in a
new edition.

The adoption of a new version of this Regulation entails the termination of the previous version. In case of non-
compliance of any part of this Regulation with the legislation of Ukraine, including the regulations of the NBU, the
Bank's Charter, in particular in connection with the adoption of new regulations, these Regulations shall enter into
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force only to the extent that they do not contradict the legislation of Ukraine, the NBU regulations or the current
version of the Bank's Charter.
This Regulation has been approved by the Supervisory Board and will be periodically reviewed and updated.
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Oopatok 1. MpuHUUNKM eTUKM Ta NpodecioHanismy

MpuHUMNM eTUKKM Ta NpodecioHanisMy BCTaHOB/IOOTb
OYiKyBaHHS LWL,OA0 MOBERiHKU BHYTPILLHIX ayguTOpIB.
JOTpUMaHHS LMX MPUHUMNIB BCENsIE AOBiIpPY, CNPUSE
PO3BUTKY €TUYHOI KyNIbTYpU Ta CTBOPIOE NiArpyHTS Ans
0oBipU 00 poboTn Ta CyapKeHb BHYTPILLHIX ayauTOpIB.

MpuHumn 1: eMoHcTpyBaTH A06poYecHicTb

JobpoyecHicTb NeXUTb B OCHOBI BCiX iHLUIMX €TUYHUX

NPUHUMNIB. BHyTpiLHI ayautopu MaloTb

[OTPUMyBaTUCS MoOpasibHO-eTUYHMUX npUHLMMIB,
AEMOHCTPYBATH YECHICTb Ta CMINMBICTb y CBOI POBGOTI.
BOHM MOBUHHI ByTW YeCHUMU y CRiNKyBaHHI Ta AiaTwH,
crnupatrouncb Ha BignoBigHi  ¢akTW, HaBiTb Konu
CTUKaIOTbCS 3 TUCKOM 260 MOTEHLIMHUMU HEraTUBHUMU
HacnigpkaMu. JoB6poYecHICTb MaE Ba)KJIMBE 3HAYEHHS

0151 BCTAHOBJIEHHS J,OBipU Ta nosarw.
CraHpgapt 1.1. YecHicTb i npodeciriHa cMinumBicTb

AyauTopu MatoTb BUKOHYBATU CBOT OBOB’A3KM YeCHO Ta

3 npodecinHowo CcMinuBicTio, 3abesneyvytoum
npaBgMBICTb, TOYHICTb | BigKPUTICTb Yy CMiNKYyBaHHI.
BoHM noBWHHI po3KpmBaTH BCi BipoMi iM cyTTeBI pakTy,
fKi MOXYTb BMIMHYTM Ha TMPUNAHATTS pilleHb B
opraHisad,ii, i BXXMBaTU HaNeXHUX 3axofiB, HaBiITb KOMK
BOHM CTMKaloTbCsl 3

aunneMaMmM  Ta CKnagHuMm

cUTyaL,ismu.
CraHpapT 1.2 ETn4Hi ovikyBaHHS opraHisauii

BHyTpilwHi ayauTOopM  MaroTb eTUYHI

OYiKyBaHHA CBOE€i opraHisauii Ta BignosigaTty iM. BoHu

po3yMitn

MOBUHHI NOBIgOMNATU NPO ByAb-gKy NOBERiHKY, L0 He
Bi4MNOBIQA€E UMM OYiKyBaHHSM, BigMnoBigHO A0 HasiBHUX

noniTuK Ta npouenyp.
CraHpapt 1.3 NpaBoBa Ta eTu4Ha noeepgiHKa

BHyTpiLIHi ayAnTOPU NOBUHHI yHMKaTU HE3aKOHHOI abo
ONCKPeOUTYoYOol LisiNIbHOCTI, sIKa MOXe 3aLluKOAUTH
opraHisauiii abo npodecii. BoHn MatoTb gOoTPUMyBaTUCS
3aKOHIB i aKTiB Ta

BignoBsigHUX HOPMATUBHUX

iHbopMyBaTH NPO NOPYLUEHHS BiAMNOBiAHI iHCTaHLLii.
MpuHuun 2. oTpMMaHHSA 06’€KTUBHOCTI

O6G’eKTUBHICTb 3abe3nevyye HeynepemyKeHiCTb ayauTy,
WO Aa€e 3Mory BUHOCUTU MNpodeCivHi Ccyp)KeHHa Ta
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Appendix 1. Principles of ethics and professionalism

The principles of ethics and professionalism set
expectations for the behavior of internal auditors.
Adherence to these principles inspires confidence,
promotes the development of an ethical culture and
creates a basis for trust in the work and judgment of
internal auditors.

Principle 1: Demonstrate integrity

Integrity is at the heart of all other ethical principles.
Internal auditors must adhere to moral and ethical
principles, demonstrate honesty and courage in their
work. They must be honest in their communication and
act based on relevant facts, even when faced with
pressure or potential negative consequences. Integrity
is essential to establish trust and respect.

Standard 1.1. Honesty and professional courage

Auditors must perform their duties honestly and with
professional courage, ensuring truthfulness, accuracy
and openness in communication. They must disclose all
essential facts known to them that may affect decision-
making in the organization and take appropriate
measures even when faced with dilemmas and difficult
situations.

Standard 1.2 Ethical expectations of the organization

Internal auditors must understand and meet their
organization's ethical expectations. They must report
any behavior that does not meet these expectations in
accordance with existing policies and procedures.

Standard 1.3 Legal and ethical conduct

Internal auditors must avoid illegal or defamatory
activities that could harm an organization or
profession. They must comply with the relevant laws
and regulations and inform the relevant authorities

about violations.
Principle 2. Compliance with objectivity

Objectivity ensures the impartiality of the audit, which
makes it possible to make professional judgments and
perform job duties without bias. The independence of
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BMKOHYBATU MocafoBi 060B’A3kM 6e3 ynepepyKeHb.

HesanexHictb  Hanpsmky nigTpuMye  3paTHICTb

BHYTpPILHiX ayauTopiB 36epirat 06'eKTUBHICTb
CraHpapT 2.1 lHauBigyanbHa 06’€KTUBHICTb

AypuTtopm MOBWHHI 36epiraTtu npodecinHy

06’€EKTUBHICTD, Kepyro4iucb HeynepemXeHUM

MUCJIEHHSAIM Ta 3BaXXeHO OLiHIoYM BCi BignosigHi

o6cTaBMHU. BOHM MOBWHHI 3HAaTM MNPO MOXNUBI

yrnepeaykeHHs Ta JonaTu ix.
CraHpapT 2.2 36epeXXeHHsa 06'EKTUBHOCTI

AypouTopu MaloTb po3Mi3HaBaTM Ta YHUKaATM abo

nomM’sKLUyBaTH dakTnyHiI, MOTEHLLINHI abo

nepepb6avyBaHi 3arposu O6’€KTUBHOCTI, Hampukniag,
YHUKaTU KOHNIKTY iHTepeciB abo npuimaTti 6yab-sKi
npepgMeTu,  aKi DG 1e)

MOXXYTb BMJIMHYTU Ha

HeynepemXeHictb. BOHM He MNOBWHHI oOujiHIOBaTH
DisanbHICTb, 32 Ky BignoBiganu NpoTAroM ocTaHHix 12

MicauiB.

CraHpapT 2.3 Poskputtsa iHdopMauii npo 3arposy
06’EKTUBHOCTI

Mpo 6ynb-sake nopylleHHs O06’€KTUBHOCTI HeobXigHo
HeralHo MoBiIgOMNATU BigMNOBIAHI CTOPOHU. KepiBHUK
HBA noBuHeH po3pobuUTn MeTofonorito Afns YCyHeHHS
TaKUX NOPYLLUEHb.

KepiBHMK BHYTPILLHbOro ayaUTY 34iMCHIOE KOHTPOJIb 3a
AOTPUMaHHSAM MPUHLUNY O6’€EKTUBHOCTI BHYTPILUHIMMK
ayauMTopaMu, y TOMY YMCAi 3AIMCHIOE 3axogM LLL,OA0
BUSIBJIEHHS, PO3KPUTTS Ta pearyBaHHs Ha BUABNEHWI
KOH}NIKT iHTepeciB. [ns BperyntoBaHHS Ta MiHiMisauii
HeraTMBHOro BN/INBY KOHPNiKTY iHTepeciB
3aCTOCOBYIOTbCS 3aXOA4M, LLLO NPU3BOASATb A0 MOBHOrO
YCYHEeHHs KoH}niKTy iHTepeciB 3rigHO BMMor lMoniTukm

3anobiraHHs KoHNiKTaM iHTepeciB baHky.

KomiteT 3 nutaHb ayauty Mae 6yTm npoiHpopmMoBaHUit
LLLOA,0 BUSABNIEHNX BUMAAKIB peanbHUX abo NoTeHL,inHnX
KOH}NIKTIB iHTepeciB BHYTPILLHIX ayAUTOPIB Ta iHLIMX
nopyLLeHb, BHAC/IAOK SKUX MOXe CTaTUCS NOPYLUEHHS
NMPUHLUMNY 06’EKTUBHOCTI, @ TAKOX YXUTUX KEPIBHUKOM
nigpos3ainy BHYTPILWHLOrO ayauTy 3aXOfiB pearyBaHHS,
BKJ1lO4alO4M BeAeHHs 06/1iKy TaKMX NOopyLUEHb.
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the Direction supports the ability of internal auditors to
maintain objectivity

Standard 2.1 Individual objectivity

Auditors must maintain professional
guided by impartial thinking and weighing all relevant
circumstances. They must be aware of possible
prejudices and overcome them.

objectivity,

Standard 2.2 Preservation of objectivity

Auditors should recognize and avoid or mitigate actual,
potential, or perceived threats to objectivity, such as
avoiding conflicts of interest or accepting any items
that may affect their impartiality. They do not have to
evaluate the activities for which they have been
responsible in the last 12 months.

Standard 2.3 Disclosure of Threat to Objectivity

Any violation of objectivity must be immediately
reported to the relevant parties. The head of the NVA
should develop a methodology to eliminate such
violations.

The Head of Internal Audit monitors compliance with
the principle of objectivity by internal auditors,
including measures to identify, disclose and respond to
identified conflicts of interest. To resolve and minimize
the negative impact of a conflict of interest, measures
are taken that lead to the complete elimination of a
with the

requirements of the Bank's Conflict of Interest

conflict of interest in accordance

Prevention Policy.

The Audit Committee shall be informed of the
identified cases of actual or potential conflicts of
interest of internal auditors and other violations, as a
result of which there may be a violation of the principle
of objectivity, as well as the response measures taken
by the head of the internal audit unit, including keeping

records of such violations.
Principle 3: Demonstrate competence

Internal auditors apply knowledge, skills and abilities to
perform their
responsibilities. In addition to possessing or acquiring
the competencies necessary to provide audit services,

successfully functions and
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MpuHUMn 3: JeMOHCTPYBaTU KOMMETEHTHICTb

BHyTpiLHI ayauTopm 3HaHHSA,

HaBUYKU Ta BMiHHS O/ YCMiLLHOTO BMKOHAHHS CBOIX

3aCTOCOBYIOTb

dyHKUiM Ta obor’askiB. OKpiM TOro, LWLO BHYTPILUHI
ayoutopu BonogiloTb abo HabyBatoTb KoOMMeTeHLii,
ayauTy,
nigBULLYIOTb e(PEKTUBHICTb Ta AKICTb LLMX NOCAYT Yepes

HeobxigHI gona HapaHHS nocnyr BOHM

npodecinHn PO3BUTOK.
CraHpapT 3.1 KoMneTeHTHIiCcTb

BHyTpiWwHi ayanTopn MatoTb Bonofitu abo 3go6yBaTtn
KoMneTeHLUuii, HeobxigHi Ans ycnillHOro BMKOHAHHS
cBOiX 060B’aA3KiB. BHyTpiWwHiI ayauTtopm MawoTb
3piMCHIOBATU NULLE Ti 3aBOAHHA 0719 SKUX BOHU MatoTb

260 MOXYTb HabyTN HeObXigHOI KOMMNeTeHLji.
CraHpapT 3.2 be3anepepBHuii npodecinHnit Ppo3BUTOK

BHyTpiLHI aygutopu MOBUHHI 3pilicHIoBaTH
6e3nepepBHU NMPOdEeCiNHUM PO3BUTOK, BKIIHOHAKOYMU
OCBITYy Ta HaB4YaHHS. [MpaKTUKyIO4i BHYTPILLHI ayauTopwu,
aKi oTpuManu npodecinHi ceptTnudikaTtm BHYTPILLHBOrO
aypuTy,

6e3nepepBHOi npodeciiHoi ocBiTM Ta BignosigaTu

MOBUHHI OOTpUMyBaTUCS noniTnk

BMMOraM, LLLO 3aCTOCOBYIOTbCS A0 iXHiX cepTUdikaTib.

MpuHuMn 4: 3acTocoByBaTUM HanexHy npodecinHy
peTenbHicTb

BHyTpiLWHi aygutopu NMpPosBAAOTb HanexHy
npodecinHy peTenbHICTb y MpoLeci NiaHyBaHHA Ta

HagaHHS Mocnyr BHYTPILLHbOrO ayauTy.

CraHpapT 4.1 BignoBigHicTb FNob6anbHMM cTaHpapTaM
BHYTPILLUHbOro ayguTy

BHyTpilWHi ayoMTOpU NMOBWHHI NAaHyBaTU Ta HagaBaTH

nocnyrm BHYTPIWHbOrO ayauTy BignosBigHO Ao
FmobanbHMX  cTaH@AAPTIB  BHYTPILIHbOrO  ayauTy.
MeTtoponoris BHYTPILLHbOrO  ayauTy MOBWHHA

po3pobnATUCs, OOKYMEHTYBaTUCS, Ta NigTPMMyBaTUCS
BignosigHo po CtaHpaprTiB.

CraHpapT 4.2 HanexkHa npodeciiHa peTenbHIiCcTb

AyauTopu NOBUHHI OLLiHIOBAaTU XapakTep, 06CTaBUHU Ta
BMMOIM [0 CBOiX MOCNyr, BPAaxoBYyKYM CTpaTerito

opraHisauii, iHTepecu 3auiKaBNeHUX CTOPIH Ta

NOTEHL,iMHI PU3MKKU. BOHM MOBUHHI BUKOpPUCTOBYBaTU
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internal auditors increase the efficiency and quality of
these services through professional development.

Standard 3.1 Competence

Internal auditors must possess or

competencies for the
performance of their duties. Internal auditors should
carry out only those tasks for which they have or can

acquire the necessary competence.

acquire the

necessary successful

Standard 3.2 Continuing professional development

Internal auditors must carry out continuous
professional development, including education and
training. Practicing internal auditors who have
obtained professional internal audit certifications must
adhere to continuing professional education policies
and meet the requirements applicable to their

certifications.
Principle 4: Apply due professional diligence

Internal auditors exercise due professional diligence in
the process of planning and providing internal audit
services.

Standard 4.1 Compliance with the Global Standards on
Internal Auditing

Internal auditors must plan and deliver internal audit
services in accordance with the Global Standards on
Internal Auditing. The internal audit methodology
should be developed, documented, and maintained in
accordance with the Standards.

Standard 4.2 Due professional diligence

Auditors must assess the nature, circumstances, and
requirements of their services, taking into account the
organization's strategy, stakeholder interests, and
potential risks. They must use appropriate methods
and tools to effectively achieve the objectives of the
tasks.

Standard 4.3 Professional skepticism

Auditors must remain curious and critically evaluate
the reliability of information, looking for additional
evidence when necessary to ensure completeness and
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BigNoBigHi MeToaM Ta IHCTPyMeHTU Ansa ePeKTUBHOro
OOCSrHEHHS Linen 3aBaaHb.

CraHpapT 4.3 NpodecitHnit ckenTUmsm

AyauTopu NOBUHHI 36epiratv pONUTAUBICTb | KOUTUYHO
OLLiHIOBATU HagiMHicTb iHpopMaLii, LIyKaTU JO0AATKOBI
JOKasu, Konu ue HeobxigpHo pna 3abesneyeHHs

NMOBHOTU i TOYHOCTI.
MpuHumMn 5: JoTpyMaHHA KOH)IQEHLLIMHOCTI

BHyTpiLHI ayguTopu, Malo4m gocTtyn ao
KoHipeHuinHoI iHdpopMaLii, 3060B’a3aHi 3aiMcHIOBaTH
il HanexHe BUKOPUCTAHHA Ta 3axUCT. BOHU NOBUHHI
noBa)kaTu LiHHICTb iHPopMaL,ii Ta NpaBo BNaAcHOCTI Ha
Hel, BUKOpUCTOBYBaTH ii nuwe B npodecinHnx uinax i
abo

3axMWATM Bif, HECaHKL,iOHOBaHOro p[pocTyny

[PO3rosioLeHHs.
CraHpapT 5.1 BukopuctaHHsa iHpopMaL,ii

Mip, yac BUKopUCcTaHHS iHPopMaLii ayaAUTOpU MOBUHHI

npouenyp,
3aKOHIB i HOPMaTMBHMX aKTiB, 3abe3neyyrouun, LWo6

OOTpUMyBaTUCA BIiQMOBIQHUX MONITUK,
iHpopMaLis He BMKOpUCTOBYBasnaca Ajas oOcCo6UCTOI
BUroam abo y cnocib, L0 3aBAac LWKOAM opraHisauiii.

CraHpapT 5.2 3axuct iHpopmMaLii

Ayoutopu  HecyTb BipnoBiganbHICTb 32  3axucT
KOH®IOeHLUIMHOCTI, NpMBaTHOCTI Ta NpaBa BMAcHOCTI Ha
iHpopMaLilo, AOTPUMYIOHYUCH BIQMNOBIAHUX 3aKOHIB i
noniTMK opraHisauii. BoHWM nMOBUHHI ynpaBnaTu
pY3nKaMM HEHaBMWUCHOro pPoO3rosiolleHHs iHpopMauii
Ta 3abesnevyyBaTu HanexHy ob6pobKy, 36epiraHHs Ta

3HULLLEHHS 3anuciB.

YBA
3abe3neyeHHs AOTPUMAHHS LUX €TUYHUX CTaHJAPTIB Y

KepiBHUK BignoBigae 3a nNpocyBaHHA Ta
Hanpsamky "BHyTpilwHiin ayauT". BHyTpiwHI ayauTtopwm
3060B'I3aHi JOTPUMyBaTUCSA UMX CTaHOApPTIB, W06
niaTpumMyBaTM poBipy Ao npodecii
ayauTy Ta ii epeKTUBHICTb.

BHYTPILLHbOro

Y BunapgKy BusiBNeHHs $pakTy nopylieHHs MpuHuunise
npodecioHanismMy, a
nosefiHKN (eTuKM) GaHKy BHYTpPILWIHIMK ayguTOpamu,

eTUKM Ta Takox Kopekcy

KepiBHuk Hanpsamky “BHyTpilHil ayauT” HeBigKnagHo
iHpopMye npo ue Komitet 3 ayauty HarnapgoBoi pagm
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accuracy.
Principle 5: Respect for confidentiality

Internal auditors,
information, are obliged to carry out its proper use and
protection. They must respect the value and ownership
of the information, use it only for professional

purposes, and protect it from unauthorized access or

having access to confidential

disclosure.
Standard 5.1 Use of information

When using information, auditors must comply with
appropriate policies, procedures, laws, and regulations,
ensuring that the information is not used for personal
gain or in a manner that is detrimental to the
organization.

Standard 5.2 Information Protection

Auditors the
confidentiality, privacy, and ownership of information

are responsible for protecting
by complying with the organization's relevant laws and
policies. They must manage the risks of inadvertent
disclosure of information and ensure that records are

properly handled, stored, and destroyed.

The Head of the IAD is responsible for promoting and
enforcing these ethical standards in the Internal Audit
Direction. Internal auditors are required to adhere to
these standards in order to maintain confidence in the
internal audit profession and its effectiveness.

In case of violation of the Principles of Ethics and
Professionalism, as well as the Bank's Code of Conduct
(Ethics) by internal auditors, the Head of the Internal
Audit Department shall immediately inform the Audit
Committee of the Supervisory Board of the Bank, in
accordance with the procedure established by the
Bank's internal documents, including the details of the
violation, measures taken and recommendations for
further actions.
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BaHKy, 3rigHO 3  NoOpsAKOM,  BCTAHOBNEHWUM
BHYTpPiWHIMK goKyMeHTaMu baHky, Bkitoyaroum getani
MopyLUEHHS, NPOBeAeHi 3axoAM Ta peKoMeHaaL,ii Wwoao
noganbLnX Ain.
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